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This exploratory study was carried out by collecting voluntary responses from 213 cybersecurity leaders. All responses were collected between 
Dec 15, 2022 and Jan 10, 2023 from Directors of Cybersecurity, CISOs, or similar across the United States. 
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2023 United States 
CISO Priorities Flashcard  

Despite the recession, cybersecurity leaders will invest in automation for 
improving efficiency and effectiveness, rather than reducing costs. 

Top Priorities

Adopting or expanding 
threat hunting

Leveraging information from
the MITRE ATT&CK® Matrix to 
help make cybersecurity decisions

Instrumenting Zero Trust 
Strategy cybersecurity decisions

Optimizing SOC alert 
management

Bringing part of their 
cybersecurity operations 

in-house

Third-party/supply chain 
risk assessment

Automating 
threat detection 
and response

Risk-based 
vulnerability 

management

Integrating and automating 
cybersecurity capabilities with 
new and existing technologies

Identifying 
compromised assets 
across their networks

Shift from legacy 
cybersecurity platforms to 

cloud-native platforms
Unifying threat 
visibility across all assets 
(IoT, containers, servers)

High-Priority Projects 

Emerging Priorities

Lumu's Take

In 2023, American cybersecurity professionals don’t have any ‘minor’ priorities. It’s clear that 
every layer of defense is an important part of a holistic cybersecurity strategy. 

With so many areas to focus on, cybersecurity leaders are investing in increased 
efficiencies rather than reducing costs. They will pay greater attention to addressing the 
most pertinent risks facing their organization. 

Leaders will continue to focus on strategically managing vulnerabilities, an admission 
that all existing known and unknown vulnerabilities are too numerous to address.

Automation will play a greater role in the year to come, as CISOs seek to harness new 
technologies—including AI and machine learning—to increase the efficiency and 
effectiveness of their existing cybersecurity talent.

Cybersecurity leaders will seek to integrate the varied components of their cybersecurity 
stack and avoid siloed tools that amount to pain points for their SOC teams. Unified 
threat visibility will be the key to identifying the most immediate threats as well as 
strategic risks to be addressed. 
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