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Your Call to Action
Lumu is helping more than 1,000 organizations measure their unique level of compromise in 
real time. This means they have the intelligence to act quickly to minimize the impact of any 
compromises. In addition, by knowing their level of compromise they can determine which 
components of their cybersecurity system are underperforming and where additional 
investments are needed.

are planning to prioritize 
expanding threat visibility 
across all assets.

of respondents say they plan 
to optimize their SOC alert 
management systems.

of respondents will prioritize 
threat hunting in 2021.

say they plan to 
enhance cybersecurity 
testing beyond 
penetration testing.

still consider data 
classification and protection 
an area of focus in 2021.

are waking up to the 
importance of making 
measuring compromise a 
priority in 2021.

plan to prioritize cybersecurity 
team skill set assessment due 

to the shortage of trained 
cybersecurity talent.

declare third-party 
assessment a priority in 

the wake of the 
SolarWinds breach.

think passwordless 
authentication and simplifying 

cloud access controls were 
priorities, making them the least 

popular projects.

*This exploratory study was carried out by collecting voluntary responses from 90 cybersecurity professionals. All responses were 
collected between Dec 18, 2020 and Jan 6, 2021 from Directors of Cybersecurity, CISOs, or similar across North and Latin America. 

The world is changing and cybersecurity professionals are transitioning 
with it. Cybersecurity organizations continue to be challenged by too 
many alerts, lack of real compromise intelligence, and competing 
priorities. But, in 2021, security leaders  are starting to value solutions that 
measure compromises, prioritize visibility over plain protection, and 
are determined to optimize their operations.

2021 CISO Priorities Flashcard
A CISO’s list of responsibilities never gets any shorter. Prioritizing which tools and capabilities 

should be invested in is one of a CISO’s core responsibilities. We’ve reached out to cybersecurity 
professionals to understand which initiatives they will be focusing their efforts in 2021.

 consider it an 
‘absolute priority’.

Is the most urgent 
project of 2021. 

Securing their
remote workforce
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81% realize the need to 
prioritize extended 
detection and 
response.

84%

81%

consider 
automating 
detection and 
response a priority.

deemed that 
cloud security 
management is 
urgent.
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83% list risk-based 
vulnerability 
management 
a priority.
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